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INTRODUCTION

Social engineers collect intelligence on human targets to develop paths for attack and compromise. Qj d opglatfornt emulates
this external, human attack surface reconnaissance to expose TARGETINTELLIGENCEabout an organization. Picnic pairs this
unique perspective of threat actors with automated actions that reducerisk for its customers.

Picnic offers Target Intelligence Reports to help security teams better understand how attackers use open-source intelligence
and established infrastructure to launch attacks. By reducing their human attack surface, organizations can disrupt attacker
reconnaissance and resource development, which in turn reduces the risk of attacks.

EXECUTIVE SUMMARY We also analyzed public reporting about the attack to provide a

more complete picture of the attack and remediation actions
taken by victims.
In this report (Issue #3), we analyze three Mailchimp breaches

that occurred between March 2022 and January 2023 to Overall, these breaches highlight how important it is for
understand how the attacker leveraged open-source information companies to proactively understand, limit, and continuously
and used social engineering to target Mailchimp employees. The monitor employee and organizational exposure, and to
report includes proactive remediation steps for organizations to preemptively identify and block attacker infrastructure.
take to help lower the risk of attackers being successful in the Combining these capabilities can mitigate the threat of
future. attackers launching successful social engineering attacks

against organizations.
We used Qj d oglatfornt to expose threat actor reconnaissance
and resource development. The data in this report is valid through March 2023.
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MAILCHIMP INCIDENT SUMMARY

JANUARY 2023

Mailchimp is a popular email marketing service. On January
11th, 2023, Mailchimp noticed unauthorised activity on its
system and found that 133 customer accounts had been
breached.

An unauthorized actor had gained access to these accounts
after targeting Mailchimp employees and contractors with a
social engineering attack and then using harvested credentials
from the attack to access internal Mailchimp systems. These
systems included customer support and
administration.

account

In response to this breach, Mailchimp suspended the affected
accounts and worked with customers to help them reinstate
their accounts and provide additional support.

One of Nb j md i gustagnérs, WooCommerce, informed its
own customers that their data (names, addresses, emails,
URLs)had been compromised in this breach and that they were
now at higher risk of being targeted with phishing campaigns.
FanDual, another Mailchimp customer, also warned its
customers to be on guard against phishing campaigns after
their details were compromised too as a result of the breach.

https://mailchimp.com/en -gb/january-2023-security-incident/

© 2023, Picnic Corporation. All rights reserved.

i

This is not the first time Mailchimp has suffered a data breach,
as the company was breached twice in 2022 under similar
circumstances.

AUGUST 2022

In August 2022, dozens of companies including Twilio and
Mailchimp were targeted in an Okta style SMS phishing attack
(Oktapus). As a result, 214 Mailchimp accounts related to the
crypto and financial industry were compromised when attackers
gained access to internal tooling using compromised employee
credentials. Following the attack, Mailchimp suspended
accounts related to cryptocurrency while the company
investigated the breach and contacted customers regarding
how to secure their accounts.

N b j md i dqustomeér tDigitalOceanwas also caught up in this
attack and its Mailchimp account and some of its customer
email addresses were compromised. The company noticed on
August 8th that its Mailchimp account had been suspended with
no access or additional information provided. DigitalOceanwas
subsequently informed by Mailchimp that this was due to a
terms of service violation. At the same time, a customer
informed DigitalOcean that their password had been reset
without them having performed this action. This led to an
investigationbyE j h j u b ns&cdrity bean. t
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MAILCHIMP INCIDENT SUMMARY CONT.

After contacting Mailchimp, DigitalOcean subsequently received
a formal notification on August 10th of unauthorized access to
its and other accounts by an attacker who had compromised
Nbj mdi jintepdl ttooling. The attacker had initiated
password resets using a limited set of DigitalOcean accounts
obtained via the Mailchimp breach. One reset was successful
but the customer had a second factor of authentication so the
attacker could go no further. DigitalOcean also found evidence
of other password resets that were unsuccessful.

Once the company became aware of this compromise,
DigitalOcean migrated its services away from Mailchimp to
another email services provider. DigitalOcean also reached out
to its customers that may have been affected in the breach and
advised them to look out for phishing attempts and to enable
two-factor authentication on their accounts.

MARCH 2022

In March 2022, a similar breach occurred when an attacker
gained access to Mailchimp customer and account
management tools after socially engineering employees for their
credentials.

https://www.digitalocean.com/blog/digitalocean -response-to-mailchimp-security-incident
https://mailchimp.com/en -gb/august-2022-security-incident/
https://mailchimp.com/en -gb/march -2022-security-incident/

© 2023, Picnic Corporation. All rights reserved.

319 Mailchimp accounts, along with audience data and APl keys
forsome of Nb j md icpstomérst were exposedin this attack.
Accounts that were in the financial and cryptocurrency industry
were specifically targeted. Although Mailchimp has not stated
how the employees were socially engineered,it is likely that they
fell for a phishing campaign through which their credentials
were harvested and used to gain access. This breach put
Nbj mdi ¢ustamers at risk, as attackers could conduct
phishing campaigns against them with this information .

Mailchimp reported that on April 2nd the attacker used the
information gained in the breach to launch a phishing campaign
against a Mailchimp v t f sohtacts. The company took steps
to inform the account owner and block their access from the
platform . The attacker, however,was able to use the information
to launch the campaign without using N b j md i pjatfioqn!. t

Mailchimp stated at the time that it had informed the affected
customers, consulted a forensic company to investigate the
breach, and limited employee access to internal systems. The
company also said it is putting additional security measures in
place while the breachis being investigated.
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MAILCHIMP INCIDENT SUMMARY CONT.

Trezor customer impact

APRIL 2022

In April 2022, Mailchimp cryptocurrency customer Trezor
announced that attackers were leveraging their access from the
Mailchimp breach to conduct a phishing campaign against
Trezor customers. The phishing email to customers informed
them of a security breach and included an update download that
users were prompted to click on. Once the user clicked on and
downloaded the seemingly legitimate but malicious software,
they were prompted to connect to their crypto wallet and enter
their seed, or risk their cryptocurrency being stolen. Trezor
informed its customers of this issue and provided steps they
could take to secure themselves. The company also advised
customers to not open any emails from Trezor until the issue
was resolved and the phishing domains were taken down.

A class action lawsuit was filed against Mailchimp and its
parent company Intuit by plaintiff Alan Levinson, claiming
millions of dollars in stolen cryptocurrency as a result of Intuit
and Mailchimp failing to prevent the data breach and disclose it
in a timely manner.

In February 2023, Trezor announced that it had been targeted by
another phishing campaign in which attackers were targeting its
customers via SMSand email to inform them that Trezor had

https://blog.trezor.io/ongoing -phishing-attacks-on-trezor-users-edd840b17304

© 2023, Picnic Corporation. All rights reserved.

Dear customer

We regret to inform you that Trezor has experienced a security incident
involving data belonging to 106,856 of our customers, and that the wallet
associated with your e-mail address | ) is within
those affected by the breach

Namely, on Saturday, April 2nd, 2022, our security team discovered that
one of the Trezor Suite administrative servers had been accessed by an
unauthorized malicious actor.

At this moment, it's technically impossible to accurately assess the scope
of the data breach. Due to these circumstances, if you've recently
accessed your wallet using Trezor Suite, we must assume that your
cryptocurrency assets are at risk of being stolen

In the spirit of transparency, we wanted to make our customers aware of
this incident before malicious actors could utilize this information to their
detriment. We felt time was of the essence, and we are expediently
working through our investigation

If you're receiving this e-mail, it's because you've been affected by the
breach. In order to protect your assets, please download the latest version
of Trezor Suite and follow the instructions to set up a new PIN for your
wallet

Sincerely,
Trezor

DOWNLOAD LATEST VERSION

suffered a data breach. The campaign prompted customers to
go to a phishing site to # t f dthes dssets at which point they
were asked to enter their recovery seed. The campaign

prompted customers to go to a phishing site to ¥+t f dtheg f !

assets at which point they were asked to enter their recovery
seed. Doing so would allow the attacker to compromise their
crypto wallets. Trezor stated that the company had not in fact
been involved in a data breach and advised customers not to
click on these links. The information the attackers used in this
attack is likely to have come from Nb j md i premiaus breach
in 2022, when Trezor customer information was compromised.

TARGET INTELLIGENCE REPORT | ISSUE NO.3



MAILCHIMP INCIDENT SUMMARY CONT. +
Mailchimp Breach Compromise Path +

—~ 1,610 employees

~ 1,211 employee phone numbers

~ 733 employees have breached credentials and 571 reused passwords
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THREAT ACTOR

Oktapus / Scatter Swine

AUGUST 2022

It has beenreported by the cybersecurity company Group-IB that
the August 2022 attack on Twilio and Cloudflare was part of a
larger campaign that targeted and compromised over 130
organizations in and around the same time frame. Mailchimp
was one of the organizations targeted.

The threat actor responsible has been named as | u b qov
¥ T d bTuxujf @fd is known for persistent phishing campaigns
and for targeting organizations that use Okta for authentication.
This actor potentially gathered 10,000 employee credentials
during its campaigns.

Okta itself has been targeted by this actor on numerous
occasions and has also collected TTPs used by the actor to help
organizations protect themselves.

Source: https://sec.okta.com/scatterswine

© 2023, Picnic Corporation. All rights reserved.

Tools And Techniques Used By This Actor

‘ DATA BROKERS & PREVIOUS BREACHES

To find data about employees
and link them with phone numbers.

‘ SMISHING

This threat actor conducts bulk phishing
campaigns via SMS to trick employees into
clicking on links that look legitimate.

‘ CREDENTIAL HARVESTING

Phishing kits that capture employee
credentials and OTP codes. In some cases,
this triggers push notifications to try
and get users to accept it.

MFA fatigue is a technique in which the
attacker bombards a user with many push
notifications until they intentionally or
unintentionally accept the prompt.

TARGET INTELLIGENCE REPORT | ISSUE NO.3



MITRE ATT&CK TTPs —+

Oktapus +

Employee Phone Numbers

T1589: Gather Victim Identity Information r T1589:002: Email Addresses

L T158%9.003: Employee Names

TA0043: Reconnaissance

T1591: Gather Victim Org Information T1591.002: Business Relationships Third Party Relationships, |.e; Okta

T1583.001: Domains

T1583: Acquire Infrastructure
TA0042: Resource Development TI583.006: Web Services

Url Leads To An Okta Log On Page That
Prompts The User To Add Their Credentials
50 That They Can Be Harvested By The
T1566: Phishing T1566.002: Spearphishing Link Attacker

TAQ0O!: initial Access TI133: External Remote Services
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PICNIC’S INCIDENT ANALYSIS

For the attackers to be successful in these breaches, they Using Qj d otgctnblogy platform, we were able to gather and
needed to find real phone numbers and employee information. analyze data from a sample of 1,610 Mailchimp employees with
They also had to register lookalike domains and host phishing different seniority levels throughout the organization. We also
pagesto trick the employeesand harvest their credentials. identified indicators of attack that point to threat actors

acquiring infrastructure to launch a phishing campaign.
Picnic emulated threat actor reconnaissance to demonstrate
how data on Mailchimp employees was gathered for the

attacks.
‘ 1,211 Mailchimp employees have one or more phone numberghat are
readily available online and can be leveraged in a smishing attack.
‘ Of the 1,610 employees sampled733 employees have been in data breaches71 of these employees have
shown evidence of password reusewhere the same password has appeared in more than one password breach.
‘ Picnic found 79 suspicious Mailchimp lookalike domains. Using our platform,
we can visualize this risk and drill down into each domain to find out more information.
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PICNIC HUNTING FOR RECON
Smishing Risk View: 1,211 employees

Of the 1,610 Mailchimp employees whose details we have
found, 1,211 of these employees have one or more phone
numbers exposedon the internet.

The Oktapus threat actor in August 2022 was able to leverage
these exposed numbers to target employees. One such
example was the Twilio Inc. breach.

Mailchimp employees that can be
targeted in a smishing attack

© 2023, Picnic Corporation. All rights reserved.

Credential Stuffing Risk View: 733 employees

Of the 1,610 Mailchimp employee details we analyzed, 733 of
these employees have breached credentials that have been
exposedin one or more breaches.

571 of these employees have evidence of password reuse since
the same password was found in separate breach databases.

' Threat Type . Employee ‘ Company

Mailchimp employees (names redacted for security)
that can be targeted in a credential stuffing attack

TARGET INTELLIGENCE REPORT | ISSUE NO.3
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PICNIC IoATTACK

Suspicious Domains View: 79

There are 79 registered suspicious Mailchimp lookalike domains
that could be used to target the company. To determine if a
domain is suspicious, we look at the WHOIS record to see who
registered the domain, when it was registered, and the reputation.

If an attacker is preparing to launch an attack it is highly likely that
new lookalike domains will be registered together. It is important to
identify these as soon as possible so that organizations can take
action to block domains before they can be used.

. Company . Company Domain . SuspiciousDomain

© 2023, Picnic Corporation. All rights reserved.
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mailchemp.com
mailchmip.com
mailchipm.com
mialchimp.com
mailhcimp.com
ma.ilchimp.com
mail.chimp.com
mailc.himp.com
m.ailchimp.com

. maildhimp.com
. mailchump.com
. maipchimp.com
. maolchimp.com
. mailchimo.com
. mailchomp.com
. mailfhimp.com

. majlchimp.com
. mailch9mp.com
. mwilchimp.com
. mailcuimp.com
. mailcyimp.com
. mailchjmp.com
. maiilchimp.com
. maailchimp.com
. mailchim.com

. malchimp.com

. mailchmp.com

. mailcimp.com

. mailhimp.com

. ailchimp.com

31.
32.
33.
34.
255,
36.
37.
38.
39.
40.
41.
42.
S
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.

milchimp.com
mazilchimp.com
makilchimp.com
mailchikmp.com
mailchnimp.com
mailcdhimp.com
mailcghimp.com
mailpchimp.com
mailchbimp.com
maoilchimp.com
majilchimp.com
mailcjhimp.com
mailmchimp.com
mailchoimp.com
maiklchimp.com
magilchimp.com
mauilchimp.com
maiulchimp.com
mailochimp.com
mailchilmp.com
mailchirp.com
mallchimp.com
mailchinmp.com
nailchimp.com
railchimp.com
mailchimp.com
nnailchimp.com
nmailchimp.com
mailclhimp.com
mailchimmp.com

61.
62.
63.
64.
65.
66.
67.
68.
. mailchimpv.com
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.

mainchimp.com
mailclimp.com
mailchamp.com
mailchimpy.com
mailchimpg.com
mailchimpi.com
mailchimpm.com
mailchimpn.com

mailchimpk.com
mailchimpl.com
mailchimpr.com
mailchimps.com
mailchimpz.com
mailchimpe.com
mailchimpt.com
mailcjimp.com
mailchilp.com
mailshimp.com
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For Existing Picnic Customers

A Enroll employees n CheckUp to continually reduce exposed PII, neutralize exposed credentials, and ensure social media operational
security.

A EnableMFA on all accounts.
MITRERef: T1589;T1593
MITRE Mitigation: M1056 [Pre-Compromise]

A Reviewsuspicious domains identified by Picnic and block newly registered domains similar to your organization's.
Asfwjfx!Qjdojd!tl!sjtl!bttfttnfou! pg!boz!fyufsobm! gbdjoh!dpngpofout!hb
A Review improperDNS DMARC settings identified by Picnic and ensure the correct settingsare enforced to mitigate against

impersonation attacks either on yourself or against a trusted 3rd party.

A Securely configure MFA on all accounts, using physical FIDO2 compliant tokens as another factor of authentication where posbie.

A Regularly audit employee access to one of least privilege (including offboarding), especially for atisk users identified by Ptnic.

A Regularly audit 3rd party access to one of least privilege, especially for atisk users identified by Picnic.

A Monitor and neutralize sensitive information disclosure identified by Picnic, such as exposed passwords associated with personal
and company accounts.

MITRERef:T1592;T1589:T1590;T1591;T1596

MITRE Mitigation: M1056 [Pre-Compromise]
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